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Why Is Cyber Security So Important?
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Ensures security of people, buildings 
and property

Monitoring, managing and controlling 
complex processes

Image analysis for alarm calls and 
traceable findings
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Risks of Cyberattacks

Increasing numbers of IP devices creates 
more targets 

Deactivation and remote control

Collecting data 

Takeover and misuse of devices 

Industrial and government-sponsored 
espionage 

Access blocked by ransomware attacks 
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Risks of Cyberattacks 6

https://ipvm.com/reports/hik -hack-mapSource: 

https://ipvm.com/reports/hik-hack-map


Potential Damage  

Financial losses and reputation damage

Regulatory measures, fines and 
prosecution for negligence

Breaches of contract, damage claims

Undetected damage leads to APTs*

Loss of human life through targeted 
terrorist attacks
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* advanced persistent threat



Built -in MOBOTIX Security Mechanisms





MOBOTIX in Comparison 10

Security functions Standard IP 
cameras MOBOTIX

HTTPS (SSL/TLS) and certificates Ɉ Ɉ

Digest authentication for HTTP Ɉ Ɉ

Access control list Ɉ Ɉ

Modified user and group rights P Ɉ

Intrusion detection P Ɉ

Protection against bots (web crawling) N Ɉ

Encrypted recordings N Ɉ

Encrypted videos and messaging N Ɉ

VPN client N Ɉ

External cyber security tests P Ɉ

Secure software development P Ɉ

Secure, optional connection (MxBus) N Ɉ

Ɉ= implemented

N = not implemented

P = only partially implemented



Overview

Secure operating system and 
application software

Secure in-house development

Protection against network and local 
attacks

Secure communication and access

External tests and audits
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Secure Operating System and Application Software

Secure and modified Linux operating 
system without unnecessary services

Security-critical components are mainly 
developed in-house

Software and firmware updates are 
encrypted and have digital signatures
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Secure Software Development and Distribution

In-house, specially trained
team of developers 

Digitally signed and encrypted software 
and firmware updates

Independent code validation of security 
aspects by experts
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Protection against Network and Local Attacks

Encryption on internal and external 
recordings

Digitally signed images for use in 
prosecution

If admin password unknown (theft),
reset only via MOBOTIX possible
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Secure Device Communication

Encrypted communication and certificates 

Integrated HTTPS (SSL/TLS) for encrypted 
communication 

Integrated support for managing unique
X.509 certificates

Integrated VPN, authorization and access 
management
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Guideline-based Secure Access

Secure administrator and user access 

Access control lists only permit the camera 
to accept specific connections

User and group rights management

Built-in break-in detection as well as 
integrated VPN client
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Unique Boot Process with Separate Data Architecture

No opportunity for malware or viruses to infiltrate the camera
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Camera boot

Restart overwrites 
RAM memory

Load: OS and firmware

Execute: OS and firmware

RAM memory

OS and firmware (digitally signed)

Flash memory


